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Abstract 

This brief exploratory review was aimed at understanding the types of challenges in crisis 

management arising from cyber attacks. A brief survey of literature was done using Google 

Scholar as the search engine. The 34 usable works were discussed under appropriate cyber 

security contexts and dimensions. The challenges faced at individual user levels like online 

transactions, by businesses and other organisations, nations and their cooperatives like NATO 

were discussed in the contexts of minor and major cyber attacks to cyber warfare. The review 

demonstrated that solutions to the challenges are never perfect as the attackers are always one up 

even against the best protection systems devised.  
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Background 

A PwC report (PwC, 2019) notes that all cyber attacks on any organisation are facing 

increasingly complex types of cyber attacks over the years. These attacks cause immense damage 

in terms of economic, operational and reputational losses. Such attacks may be difficult to 

quantify. Leaders of organisations are always concerned about the acceptable levels of risks 

when cyber attacks happen. What types and levels of risks are acceptable is the first challenge 

for any organisation. These may vary widely. PwC reports that 65% of CEOs experienced at 

least one cyber attack in the last three years and 40% of them expect another one in the next 

three years. For 57% of the CEOs, their organisations are susceptible to such attacks any time.  

The first step of crisis management is being crisis ready. Some characteristics of organisations 

which are ready for crisis ready for cyber attacks are listed in the same PwC report. These are: 

proactive identification of current and potential cyber threats, tools and technologies to manage 

crisis are ready and understood at all levels, the organisation has a quick response culture with 

the required empowerment at various levels, continuous improvement in crisis capabilities, 

training, rehearsing and exercising on crisis at the required levels and well-defined response 

priorities.  

Another report by Deloitte (Deloitte, 2016) also discusses readiness, response and recovery as 

the three strategies of cyber security management. The challenge here is that no organisation can 

achieve total cyber security. An estimated three cyber attacks occur every minute. Not all 

succeed; probability of any of them becoming serious, is high. This is where the challenge of 

creating a proper cyber security management system becomes important. Coordinating the 

response and recovery measures when an attack occurs, is also a challenge.  

According to Utreja (2018), multiple possibilities of cyber attacks (types and levels) pose the 

greatest challenge as it is almost impossible to be prevent new types of attacks evolving every 

time.  
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The aim of this brief exploratory review is to understand the types of challenges of crisis 

management when an attack occurs in diverse contexts and dimensions.  

Method 

This is not meant to be an exhaustive, but a short qualitative review of explorative nature. 

Published works related to the topic of review were identified from Google Scholar using 

appropriate search terms in both (any time frame and for the period from 2015 for recent works). 

The search yielded 34 usable papers. These papers were divided into subsections for discussions 

below.  

Review 

The nature of cyber security challenges 

The challenges of cyber war consist of many specific characteristics, as was described by 

Cimbala (2011). Cyberwar has a distinct characteristic from the point of view of deterrence. 

There can be obvious overlaps in the real world situation. Cyber deterrence includes both 

uncertainties and complexities of various types and levels. Generally the identity of the attackers 

is obscure. The attacks can be initiated from outside or within the territory and frequently are 

mediated by third parties with or without their complicity or knowledge. It is possible to continue 

to attack repeatedly and almost indefinitely by skilled attackers, even if the defenders are alert.  

Cyber attacks are increasingly becoming sophisticated and more frequent, forcing organisations 

to be proactive, but insufficiently, according to Kulikova, Heil, van den Berg, and Pieters (2012), 

who proposed a decision support system for security information system disclosure. According 

to Vande Putte and Verhelst (2014), huge challenge of cyber security management is due to the 

continuously changing nature and increasing sophistication of cyber threats. These two have 

increasing effect on their impacts. Cyber security management is further complicated by the 

society and its economy being increasingly dependent on information and communication 

technologies. 

Uncertainties and risks of cyber threats in the globalised modern business scenario needs to be 

managed by modifying traditional risk analysis to build business resilience. This topic was 

elaborated by Crovini, Ossola, and Marchini (2018).  

Citing the examples of the first major attack via the Internet of Things on a DynCorp server in 

the United States hacked through video surveillance cameras in 2016 and the first attacks driven 

by artificial intelligence and increasing evidence of collusion between state intelligence services 

and organized crime networks, Shea (2017) pointed out that the security agencies are unable to 

catch up with the speed and global impact of such attacks.  

Infrastructure security challenges 

One of the most vulnerable points of cyber attack is smart grids of power supply. Cyber attacks 

on the computerised control systems may disable the power supply totally, can block power 

distribution and trigger explosions in power plants. The challenge in this respect arises from the 

vast geographical area and thousands of consumers at the other end. These challenges were 

discussed by Line, Tøndel, and Jaatun (2011). Same types of challenges were identified in the 

case of European smart grids by Pearson (2011). 
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Threats and disruptions of physical infrastructure can lead to failure of cyber infrastructure also. 

Organising and managing massive amount of critical infrastructure data are challenging due to 

their geographical disparity. Kopylec, D'Amico, and Goodall (2007) developed a system, 

Cascade, to evaluate these effects using Actor-Network theory. Visual depiction of infrastructure 

data has been facilitated in this system, which makes planning disaster management and crisis 

response activities.  

Challenges of cyber warfare 

The possibility of deterring cyber attacks on multiple installations and sites of US forces and that 

of its allies is a major challenge for USA. In this respect, Kugler (2009) pointed out that USA 

currently has no cyber deterrence strategy against such threats. It may not be possible to deter all 

cyber attacks, but if major and most dangerous attacks could be prevented, it is an achievement. 

Globalisation has increased the vulnerability of organisations all over the world to cyber attacks. 

Political issues with Latin American countries, Middle Eastern countries, Russia, Afghanistan, 

trade wars with countries like China and increasing threats of terrorism are some factors 

contributing to challenges of cyber attacks on massive scales, for which USA and most other 

countries are not prepared for. Identities of many cyber attackers are not readily obtained. Some 

of them may have nee sponsored by hostile governments. On the other hand, some attackers may 

make their identity known for political and strategic gains. There had been many failures of US 

deterrence strategies in the past. So, deterrence theory does not hold good any more. USA needs 

to find other methods of cyber attack crisis management.   

Internet, cloud computing, social media networks, and mobile phones have increased the 

challenges of cyber security in the modern times. Multidimensional and ambiguous nature of 

cyber attacks and therefore security frames and the cooperative efforts by Nordic countries were 

discussed by many authors in the book (Rantapelkonen & Salminen, 2013).  

The challenge of cyber warfare lies in its being a potent tool which can be used in political 

conflicts, espionage, and propaganda. It is difficult to detect in advance and is often detected 

only after significant damage has been done. Perpetrators and victims usually act as if nothing 

has happened and the evidence erases itself. Pointing out to these challenges, Goel (2011) noted 

that there is intense competition among leading countries like USA, Russia and China to develop 

offensive cyber attack capabilities.  

Although both USA and China are aware of each other’s cyber attack capabilities and the 

relative first strike advantages, both fail to consider the risks involved in connecting military 

advantages of cyber attacks with strategic hazards (Gompert & Libicki, 2014). A cyber warfare 

between them can trigger a military war or a war between them would consist of both cyber and 

military wars. There are many hotspots of political instability in which the two are against each 

other. In addition, intense trade war has also started recently. 

Development of sufficient analytical, warning and responding capabilities of institutions charged 

with cyber protection can be a challenge, as a report of General Accounting Office (GAO) on US 

National Infrastructure Protection Centre (NIPC) (Dacey, 2001) shows.  

In his article, Geers (2009) observed a certain level of disorder can be achieved in the real world 

even by cyber attacks of minor nature. Recent cyber attacks in Israel and Estonia are given as 

evidence. The law enforcement and counterintelligence are challenged to find answers to these 

and more serious types of cyber attacks in future.  
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In cyber warfare type attacks, the culprits are diverse and unknown and physical distance is not a 

factor. Offense is cheaper than defence because internet was designed for ease of use rather than 

for security. These characteristics of cyber attacks/wars were noted by Nye (2011). Some other 

aspects of cyber attacks are: the potential utility of weapons for both tactical and strategic 

purposes, the possibilities of scenarios related to the first- and second-users and unintended 

consequences and cascading effects of a new and poorly understood technology. Civilian use and 

military use of cyber space are different. In most nations, civilian control over military exists to 

prevent arbitrary attacks based on mere military perceptions. Most of the Internet and its 

infrastructure in most countries are owned and operated by private sector and the government has 

only very limited regulatory leverage. Thus, private sector becomes a constraint on cyber policy. 

It has been recognised that there is always a high level of cyber risk. Hence, the strategy should 

have in-built redundancy and resilience after attack. Internet service providers do not have 

economic incentive to provide cyber security beyond a point. Competitive pricing also restricts 

provision of security beyond a level. On the other hand, disclosure of cyber intrusions into their 

systems may undermine public confidence. So, they have an incentive in not disclosing cyber 

attacks or even admitting an attack has occurred and they tend to blame it on system failures. 

Hiding such information leads to lack of reliable data on which adequate protection can be 

formulated. This reduces the level of preparedness against cyber attacks. Differences of 

perspectives and mutual mistrust governs public-private partnerships. Inter-governmental 

cooperation and international standards on internet and cyber uses are some areas complete 

success has not been achieved.  

The collective crisis management capabilities of EU to detect and making sense of crisis have 

improved, but not that of decision making. The capabilities of detection, sense‐making, decision‐
making, coordination, meaning‐making, communication, and accountability were more sector-

oriented, and no cross-sectoral capability was noted. Most of these are confined to European 

Commission and percolated to other institutions of EU. Improvements in some tools for more 

analytical levels have been noted Backman and Rhinard (2018).  

The challenges underlying cyber security preparedness of nations, organisations and local 

agencies were discussed by Pfeifer (2018). He pointed out that cyber attacks are used to steal 

intellectual property worth huge amounts, to influence elections, to manipulate news and to 

damage critical infrastructure. Cyberattacks are confined to technology problems to be handled 

by smart computer network technicians, who can discover these attacks and develop mitigating 

measures. On the top of such technical dimensions, targeted cyberattacks on critical 

infrastructure also cause denial of services. They also cause heavy damage and loss of life in the 

physical world.    

Security challenges of online business 

The challenges of protecting the large scale online transactions in India from cyber attacks were 

discussed by Tonge, Kasture, and Chaudhari (2013). Checklist-based security systems are 

insufficient. Internet privacy is low in India, adding to the challenge. Training people concerned 

with cyber security and making the public aware of the issues and how to protect themselves are 

two major challenges in India. Two general categories of cyber threats have been identified: 

actions aimed at and intended to damage or destroy cyber systems, cyber attacks and actions 

exploiting the cyberin frastructure for unlawful or harmful purposes without damaging or 

compromising that infrastructure, cyber exploitation. Some of these may not impact immediately 

and some of them may last long time. Activities included in cyber exploitation are: using the 
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cyber devices and tools to steal, to recruit and train terrorists, commit fraud, to convey 

controversial messages like political and hate speech, to violate copyright and other rules 

limiting distribution of information, and to sell banned materials.  

Security challenges of e-learning systems 

Security of e-learning systems has a unique challenge as these systems are accessed and 

managed via the Internet by thousands of users over hundreds of networks. The internet is prone 

to security threats like unauthorised access, accessing sensitive information, hacking, altering 

data and configurations, cracking and enabling academic misconducts. Therefore, academic 

institutions offering e-learning also need to implement appropriate cyber security management 

systems. A case study example of a IT management programme in a small university was 

presented by Ramim and Levy (2006) to illustrate these points. The insider cyber attack stopped 

all academic activities related to e-learning system of the university.  

Communications issues of cyber security challenges 

Lack of functioning of communication structures to act against disasters for repair and recovery 

has been pointed out as a major challenge by many researchers and a variety of approaches have 

been proposed. Reengineering system of systems (Waller & Craddock, 2011), crisis 

communication management on the internet (Alfonso & Suzanne, 2008), strategic intelligence 

management (Akhgar & Yates, 2013), resilient networks to operate under crises (Goel, Belardo, 

& Iwan, 2004) and emerging communication infrastructures (Asplund, Nadjm-Tehrani, & 

Sigholm, 2008). Decentralised communication architecture for secure data communication 

system between various agencies for crisis management was proposed by Rajamaki, Rathod, and 

Holmstrom (2013). 

Public management issues of cyber security challenges 

Uncertainty, urgency and threat are the three challenges of crisis situations in public 

management. The European tools have focused on the administrative capabilities for trans-

boundary crises for involving its member countries. These points were noted by Blondin and 

Boin (2018). Cyber threat was conceptualised as socio-technical threat by the contributors of the 

book (Hills, 2016) due to the human-computer interaction inherent in it. Therefore, they argue 

for leveraging socio-technical capabilities to counter such threats by prevention and response 

activities.   

Cyber threats often originate from transboundary spaces, noted Boin (2018). National 

governments are surprised by the impact of such threats and discover that existing crisis 

management arrangements are insufficient. There are political and administrative challenges 

when transboundary crises happen. Arrangements and processes that work reasonably well crises 

within national boundaries are unlikely to work when transboundary crises happen. If 

governments are unable to take effective actions, the images of political leaders and public 

institutions are damaged. Transboundary crises may have multiple domains, multiple actors, 

multiple types of impacts, may strike after a dormant period, hard to find the course and 

conflicting responsibilities among coordinating and centralising mechanisms. The main 

challenge is that the threat crosses the sovereign border of the country. Governments are 

reluctant to give decision making power to any other agencies even in the case of international 

cooperative agencies like EU.  
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In an analysis of management of various types of crises, Kessel and Masella (2016) discussed IT 

related issues also. Efficiencies can be seriously affected by IT problems and outages. The 

problems will be more severe in the case of small companies without established infrastructure. 

Plans addressing data privacy and IT security, increased use of cloud computing and mobile 

platforms and usage of personal devices by employees in the workplace are all dimensions which 

increase such threats, for which complete solutions may be difficult.  

Big data security challenges 

Challenges involved in big data security were examined by Benjelloun and Lahcen (2019). Big 

Data security consists of three aspects. They are, information security, security monitoring and 

data security. Security of big data is mainly concerned with a real-time monitoring to detect 

vulnerabilities, security threats and abnormal behaviours. There should be a provision for a 

granular role-based access control. A robust protection of confidential information is necessary. 

The security system should be capable of generating security performance indicators. The system 

should also support a rapid decision-making component when a breach of security incident 

arises. By its very nature, it is difficult to protect all data. If security layers are added 

increasingly, the system slows down and dynamic analysis of data is affected. Access control and 

data protection becomes two big challenges in the case of big data security. The difficulty of data 

classification and handling management of data dispersed in different sources also makes big 

data more vulnerable to cyber attacks. High investment requirement, use of multiple clouds for 

storage and transfer of data and world-wide distribution of the data are additional security issues.  

Conclusions 

Challenges of many types exist in the diverse contexts and dimensions of cyber security 

scenarios. Although some possible solutions have emerged, achieving perfection will remain a 

dream as attackers are always one up on the abilities of the security systems anywhere in the 

world.  
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